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An assessment of 88 out of 236 trusts by NHS Digital before the 

attack found that none passed the required cyber-security standards.
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There’s a problem with inertia…

The four ‘C’s of Inaction:
Compatibility
Complexity
Criticality
Complacency

Freedom of Information request 

revealed that 90% of (UK) 

hospitals still had machines 

running on Windows XP.

Source: Citrix, reported by BBC
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• 985 active doctor accounts, but only 296 doctors

• All doctors had access to all patient records

• Hospital argues that the Health Ministry is responsible
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Dozens of companies leaked sensitive data thanks to 

misconfigured Box accounts 
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Lessons
Do the basics well:
• Access control, encrypted passwords, patching, basic security hygiene.

Know what data would hurt you – or your patients/customers – if you lost it:
• Some data is more important than other data…

Encrypt the data!
• Lost encrypted data is not lost data!

Complacency is your enemy!
• Check and test and verify, then check again.

You are responsible for the data under your control
• Beware of “Shared Responsibility” clauses…
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Digital Transformation Will Unlock Tremendous Value…
If Cybersecurity Challenges Can Be Addressed

Security 31%
Technology strategy 24%

Company culture 23%

Lack of technology skills 20%

“What are the greatest challenges 
in digital transformation?”

The value that the World Economic 
Forum estimates will be created from 
digitalization over the next 10 years.

$100 trillion

Source: Digital Transformation Initiative, World Economic Forum, May 2018. Source: Forrester: The Sorry State Of Digital Transformation in 2018.
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Four Elements Of Digital Transformation That 
Create Advantage And Risk

A critical need is created to  
ensure trusted interactions 
across the extended enterprise.

Network transformation to 
support cloud-centric IT breaks 
existing security architectures.

Personal and IoT devices are  
security vulnerabilities.

More critical data is being 
created than properly protected. 

Data should flow freely across 
the business.

Cloud IT creates security blind 
spots and fragmented security 
management and accountability.

“Workforce, devices, and 
business processes are 

globally hyperconnected.”

“Employees  and partners 
collaborate using all of a 

company’s assets.”

“Data is the new oil and 
artificial intelligence the new 

engine of the digital 
economy.”

“Your IT infrastructure is 
going to the cloud, driven by 
business need and speed.”

Forcepoint Proprietary
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Where Are You In Your Digital Transformation Journey?

*from Gartner’s 2019 CIO Agenda: Secure the New Foundation for Digital Business

Example IT 
Initiatives

Just Getting 
Started
(25%)

Well
Underway

(42%)

Ahead of 
Peer Group

(20%)

Industry
Leading

(13%)

Salesforce.com
Cloud Email

Private Cloud
Box.com

Zero Trust
CARTA

Human-Centric

Threat Protection
NGFW

Secure Web Gateway 

Digital Transformation Stage*

Example Security 
Technologies

UEBA
AI / ML
SOAR

Security Maturity

Analytics-CentricInformation-Centric Behavior-CentricInfrastructure-Centric

DLP
CASB
Email

Office 365
SAP Concur

Private Cloud + AWS
Zoom / Slack

Workday
Cloud ERP

SD-WAN/Direct-to-Cloud
AWS + Azure

Public-Cloud First
SaaS-First

Full BYOD Support

Forcepoint Proprietary
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Gartner’s Continuous Adaptive Risk and Trust 
Assessment (CARTA)

“We need security infrastructure and security decisions to become continuous 

and adaptive – enabling real-time decisions that balance risk, trust and 

opportunity and the speed of digital business.”

“We must have visibility into what the entity – the user – is doing once it gains 

access. How is it behaving? Does the entity or its behaviors represent 

excessive risk? If so, then we should have the ability to detect  this, confirm 

that it is real, prioritize it and take action.”

Neil MacDonald, Gartner Research Note G00351017, April 10th 2018
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What is the best way to 
reduce risk and secure an 

environment you increasingly 
don’t own or fully manage?

Humans
and

Data
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Users And Data Must Be At The Center Of Your Design Thinking
User and data interactions are distributed, diverse and dynamic – this breaks traditional security architectures and increases business risk
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Users And Data Must Be At The Center Of Your Design Thinking
User and data interactions are distributed, diverse and dynamic – this breaks traditional security architectures and increases business risk

Forcepoint Proprietary

User & Data Centric

Traditional Security

One-to-many enforcement of static, generic 
policies, producing high false positive rates.

Policy
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Human-Centric Cybersecurity Changes Everything

Forcepoint Proprietary

Traditional Security

One-to-many enforcement of static, generic 
policies, producing high false positive rates.

Policy

One-to-one enforcement of different policies 
based on the risk, enabling automation.   

Human-Centric Security
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Risk-Adaptive In Action Senior Health 
Practitioner, Dubai

Monday
January 21 @ 10am

Working while on PTO

+ Additional Context

Thursday
January 24 @ 1pm

Downloads patient records to Excel

+ Additional Context

Wednesday
January 30 @ 9pm

Copy multiple files to 
staging area

+ Additional Context

Saturday
February 9 @ 6am

Bulk copy to USB drive

+ Additional Context

Forcepoint Proprietary 

Risk Score: 30

Risk-Adaptive Protection

No enforcement action

Risk Score: 50

Risk-Adaptive Protection

Enhanced auditing activated

Evidence available for investigation later

Risk Score: 80

Risk-Adaptive Protection

Copy allowed but file encrypted

No corporate data at risk

Risk Score: 95

Risk-Adaptive Protection

Action is blocked & account is locked

Avoided $10M breach and forensic 
proof of the attack is available



Thank you

duncan.brown@forcepoint.com
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