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Ramkumar Balakrishnan, CEO of AmiViz, discusses the Cyber First approach, rising GenAI risks and the need to integrate AI 
governance, identity security, and cyber resilience.

Considering the impact of an 
AI-driven future on marketing 
Zahra Hanif, Sr Regional Marketing Manager META, Thales Cybersecurity 
Products, discusses the values and x in this exclusive interview.
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and AI strategy will 

become inseparable in 

2026. It will no longer be 

possible to develop one 

without considering the 

other.

Cybersecurity continues 

to evolve at an 

unprecedented pace. 

What are the biggest 

security challenges 

organisations in the 

Middle East are facing 

today, and how are 

you helping customers 

address them?

Organisations across 

the Middle East face four 

significant challenges. 

Identity sprawl is 

increasing as hybrid 

working and cloud 

adoption expand attack 

surfaces faster than 

many security teams 

can monitor them. AI-

accelerated threats are 

also evolving beyond the 

capabilities of traditional 

signature-based defences.

Cybersecurity strategies 

are being reshaped 

by AI-driven threats, 

identity sprawl, 

regulatory complexity 

and growing data 

sovereignty requirements. 

Organisations must now 

embed security across 

their architecture while 

strengthening governance, 

compliance and human 

resilience. In an interview 

with TahawulTech.com, 

Ramkumar Balakrishnan, 

CEO of AmiViz, discusses 

the company’s Cyber 

First approach, the risks 

posed by GenAI abuse and 

the growing convergence 

of AI and cybersecurity 

strategies.

What does “Cyber 

First” mean in practice 

for your organisation’s 

roadmap this year?

Cyber First means security 

is not an additional layer. 

It is the foundation upon 

which everything else is 

built. Every new practice 

we launch, including 

sovereign cloud, agentic 

AI and data resilience, is 

architected with security 

embedded from the 

outset.

In practical terms, every 

solution team includes 

dedicated security 

engineers, compliance 

requirements are mapped 

before deployment, and 

zero-trust principles 

are applied by default. 

Cyber First is more than 

a philosophy for AmiViz. 

It is a build standard that 

guides how we design and 

deliver every solution.

Which emerging threat 

worries you most 

right now: AI-driven 

deepfakes, GenAI abuse 

or next-generation 

ransomware?

GenAI abuse concerns 

me most because 

it democratises 

sophisticated 

cyberattacks. It has 

removed the traditional 

skills barrier. A highly 

targeted and convincing 

phishing campaign 

that once required the 

capabilities of a nation-

state actor can now be 

created using a laptop and 

a prompt.

Next-generation 

ransomware is destructive, 

while deepfakes pose a 

serious threat to identity 

and trust. However, GenAI 

abuse can operate at 

unprecedented scale, 

making it particularly 

dangerous. Organisations 

that remain resilient will 

be those that treat human 

behaviour as a critical 

security control rather 

than simply a source of 

risk.

What is one prediction 

you would make for 

the cybersecurity 

landscape over the next 

12 months?

Autonomous AI agents 

will become both the most 

powerful security tool 

and the most dangerous 

attack vector. Defenders 

will deploy agentic AI to 

detect, respond to, and 

contain threats at machine 

speed. Cybercriminals will 

use the same technology 

to probe systems, adapt 

their tactics and breach 

organisations equally 

quickly.

Organisations must 

establish effective 

governance for AI before 

adversaries exploit gaps in 

its adoption. Cybersecurity 

still matter most.
For marketing leaders, 

that balance is becoming 
a very important part of 
the job.

Do you think AI will 
make marketing more 
or less creative?
Potentially, much more 
creative — but only if we 
use it that way.

AI can remove a lot 
of the repetitive work 
surrounding creativity. 
research, variations, 
first drafts, analysis 
and testing. That gives 
marketers more space to 
focus on the idea itself.

At the same time, there 
is a risk of everything 
beginning to look and 
sound the same if we 
rely too heavily on AI-
generated output. The 
brands that stand out 
will still be the ones with 
a distinct point of view, 
strong storytelling and 
people behind them who 
understand culture and 
emotion.

AI can accelerate 
creativity. It shouldn’t 
replace originality.

With AI making it 
easier to produce more 
content, is “more” 
necessarily better?
Not at all. In fact, I think 
AI will eventually force 
marketing to become 
more selective.

We can now create ten 
campaigns, fifty pieces 
of content or hundreds 
of variations incredibly 
quickly. But customers 
don’t need more noise.

The question I 
increasingly think 
marketers should ask is 
not, “How much can we 
produce?” but “What is 
actually worth someone’s 
attention?”

Attention is becoming 
one of the most valuable 
currencies in marketing. 

Zahra Hanif
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AI can accelerate 
creativity. It 
shouldn’t replace 
originality”.

Ai is everywhere right 
now. From a marketing 
leader’s perspective, 
what is actually 
changing?
The biggest change isn’t 
simply that marketers 
can do things faster. It’s 
that we can make better 
decisions earlier.

AI gives us the ability to 
understand audiences, 
identify patterns and 
personalize experiences 
at a scale that wasn’t 
possible before. But I 
don’t believe the future 
of marketing is about 
automating everything. 
The real opportunity 
is knowing what to 
automate and where 
human judgement, 
creativity and empathy 

Ramkumar Balakrishnan
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Regulatory complexity 

presents another major 

challenge. Requirements 

such as the UAE Personal 

Data Protection Law, 

Saudi Arabia’s National 

Cybersecurity Authority 

Essential Cybersecurity 

Controls and various 

sector-specific mandates 

create compliance 

obligations for which 

many enterprises 

remain underprepared. 

Data sovereignty is also 

becoming a board-level 

priority, with leaders 

demanding greater clarity 

about where sensitive 

information resides and 

who can access it.

AmiViz addresses 

these challenges through 

architecture-first 

engagements that embed 

security within every 

solution. Compliance 

mapping is incorporated 

into each deployment, 

particularly for 

government and financial 

services customers. 

Our pre-sales and post-

sales engineers remain 

involved through go-live 

and beyond, providing 

customers with sustained 

technical support.

Our vendor-agnostic, 

consultative model 

allows us to recommend 

technologies based on 

the customer’s specific 

security requirements 

rather than focusing solely 

on product sales.

Artificial intelligence is 

reshaping both cyber 

defence and cyber 

threats. How do you 

see AI changing the 

cybersecurity landscape 

over the next 12 to 18 

months?

AI will accelerate both 

attacks and defensive 

responses, forcing 

organisations to reconsider 

their security architecture. 

Cloud adoption has already 

weakened the traditional 

perimeter, making it 

essential to secure the 

entire architecture rather 

than focus solely on 

perimeter protection.

Identity will become the 

new security control plane. 

Many breach investigations 

ultimately trace back to 

a compromised identity, 

making zero-trust identity 

frameworks a necessity 

rather than an option.

Organisations must 

also stop treating 

regulatory compliance 

as a substitute for 

cybersecurity. Meeting 

the requirements of 

frameworks such as 

the NCA ECC or the 

UAE PDPL may satisfy 

regulators, but it does 

not automatically create 

resilience. Enterprises 

should build their security 

programmes around the 

threats they face and 

subsequently map those 

controls to the relevant 

regulatory frameworks.

Security operations 

must also become AI-

ready. Cyber threats are 

moving at machine speed, 

making human-speed 

detection and response 

increasingly inadequate. 

Cyber First is a build standard that 
guides how we design and deliver 
every solution”.

We want to demonstrate how 
improved visibility can help 
organisations better understand 
their risks and improve their cyber 
resilience”.

Security operations 

centres that cannot use 

AI effectively risk giving 

adversaries a significant 

advantage.

Data sovereignty will 

remain a board-level 

priority across the 

region. Organisations 

must understand where 

sensitive information 

resides, who can access 

it and which jurisdiction 

governs it. Investment 

in people will be equally 

important. Even the most 

sophisticated zero-

trust architecture can 

fail when an employee 

responds incorrectly 

to a convincing attack. 

Security culture must 

therefore be recognised as 

a fundamental control.

AI can help us scale, but 
leadership is knowing 
when not to.

How do you see the 
role of the CMO or 
marketing leader 
evolving because of AI?
Marketing leadership is 
becoming much broader.

A strong marketing 
leader today needs 
to understand brand 

and creativity, but 
also data, technology, 
customer experience and 
commercial impact. AI 
brings all of those areas 
even closer together.

I also think our role is 
shifting from managing 
marketing activity to 
creating intelligent growth 
engines — understanding 
where the business 
wants to go, where the 
customer is going, and 
using technology and 
creativity to connect the 
two.

That requires curiosity. 
You don’t have to be the 
most technical person in 
the room, but you do have 
to keep learning.

5. In a world 
increasingly driven 
by algorithms and 
automation, how 
important is the human 
side of marketing?

More important than 
ever.

Technology can tell 
us a great deal about 
behaviour — what 
someone clicked, 

searched for, engaged 
with or ignored. But 
understanding why 
someone cares is still 
deeply human.

Some of the strongest 
marketing moments 
are surprisingly simple: 
a conversation, an 
experience, a story 
someone remembers, 
or a connection that 
continues long after an 
event or campaign ends.

AI can help us 
understand and reach 
people. But marketing 

still has to make them feel 
something.

6. What advice would 
you give marketers who 
are trying to prepare for 
an AI-driven future?

Experiment now, but 
don’t chase every new 
tool.

Learn enough about 
AI to understand what 
it can genuinely change 
in your work. Use it to 
challenge your thinking, 
analyze faster, test ideas 
and remove unnecessary 
manual work.

But continue investing 
just as heavily in the 
skills that technology 
cannot easily replicate: 
judgement, curiosity, 
communication, 
commercial thinking, 
creativity and the  
ability to understand 
people.

The marketers who 
succeed in the AI era 
won’t necessarily be the 
ones who use the most 
AI. They’ll be the ones 
who know how to use it 
with purpose.
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Nozomi Networks to showcase cyber resilience for OT, IoT 
and critical infrastructure at GISEC Global 2026
The company will exhibit how businesses can move from responding to incidents as they occur to taking a more proactive 
approach to managing cyber risk by enhancing their cyber resilience across OT, IoT and cyber-physical systems.

Nozomi Networks, the 

leader in OT, IoT and CPS 

cybersecurity, will be taking 

part in GISEC Global 2026, 

at the Dubai Exhibition 

Center (DEC) in Expo City 

Dubai from September 16 

to 18. The company will 

exhibit how businesses can 

move from responding to 

incidents as they occur to 

taking a more proactive 

approach to managing 

cyber risk by enhancing 

their cyber resilience across 

OT, IoT and cyber-physical 

systems.

The UAE and the wider 

Middle East continue 

to prioritise building 

national cyber resilience 

and safeguarding critical 

infrastructure. In line 

with these priorities, 

Nozomi Networks will be 

participating in GISEC 

Global 2026 to connect with 

its customers and partners, 

share insights from Nozomi 

Networks Labs’ threat 

intelligence research and 

talk about the changing 

cyber-physical threat 

landscape.

“GISEC gives us an 

important opportunity 

to engage directly with 

customers, partners and 

industry stakeholders 

across the region,” said 

Bachir Moussa, Regional 

Vice President EMEA 

South, Nozomi Networks. 

“We want to demonstrate 

how improved visibility, 

threat intelligence and 

operational context can 

help organisations better 

understand their risks 

and improve their cyber 

resilience. As critical 

infrastructure becomes 

more interconnected, 

visibility into what’s 

happening across these 

environments is critical 

to ensuring secure and 

resilient operations.”

Visitors will be able to 

experience the company’s 

latest cybersecurity 

capabilities through live 

demonstrations and an 

interactive demo box that 

presents real-world cyber-

physical security challenges, 

led by Nozomi Networks’ 

cybersecurity experts. 

The demonstrations will 

cover features including 

asset discovery, anomaly 

detection, threat intelligence 

and risk prioritisation, 

enabling security teams 

to gain visibility over 

connected assets, detect 

new risks and improve 

critical infrastructure 

resilience.

Nozomi Networks will 

also highlight the latest 

advancements in AI-

powered visibility, threat 

intelligence, vulnerability 

management and cyber 

resilience, featuring tools 

such as the Vantage IQ 

Assistant, allowing security 

teams to obtain insights 

faster, prioritise their 

actions and make more 

informed decisions across 

OT, IoT and cyber-physical 

environments.

Visitors will be able to 

meet the Nozomi Networks 

team in Hall 8, Stand E151, 

where they will be able to 

see live demonstrations and 

discuss the latest advances 

in OT, IoT and cyber-physical 

security.

Bachir Moussa
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Ransomware activity 

targeting the Middle East 

surged to its highest level 

during the 17-month period 

assessed by CloudSEK, 

jumping from 17 threat 

intelligence feeds in April 

2025 to 357 in June 2026 

— more than a 20-fold 

increase.

The sharp ransomware 

escalation is part of a 

wider shift in the region’s 

cyber threat landscape, 

where financially motivated 

cybercrime is increasingly 

operating alongside 

politically driven hacktivism, 

state-linked espionage, 

destructive attacks and 

rapid exploitation of critical 

vulnerabilities.

CloudSEK’s new 

Middle East Cyber Threat 

Landscape 2025–2026 

analyses threat activity 

across ransomware, 

hacktivism, dark web 

sources, adversary 

intelligence, malware and 

vulnerability intelligence 

between April 2025 and 

August 31, 2026. The 

report recorded its highest 

overall monthly volume in 

March 2026, with 2,245 

threat intelligence feeds, 

while Israel was the most 

targeted country overall 

with 7,112 feeds. (For More 

Information, Read Full 

Report)

The findings point to what 

CloudSEK describes as an 

increasingly “structurally 

complex” threat 

environment, in which 

organisations must defend 

simultaneously against 

high-volume disruptive 

attacks, financially 

motivated ransomware 

and quieter, longer-dwell 

espionage operations.

Key findings from the 

report

∙	� Ransomware rose more 

than 20X: Monthly 

ransomware feeds 

increased from 17 in 

April 2025 to a peak of 

357 in June 2026. The 

June spike was also 

nearly 10 times the 

previous month.

∙	� Israel was the most 

targeted country 

overall, recording 7,112 

threat intelligence feeds. 

Türkiye ranked second 

overall, while Iran, the 

UAE, Saudi Arabia and 

Egypt were also heavily 

targeted.

∙	� Türkiye faced the 

highest ransomware 

targeting in the region, 

driven partly by attacks 

against industrial, 

manufacturing and 

logistics organisations.

∙	� Hacktivism remained 

the largest threat 

category by volume, 

with Israel accounting 

for 37.8% of regional 

hacktivist activity.

Middle East ransomware activity surges over 20X as hacktivism, 
state-linked espionage and AI-assisted threats converge
Financially motivated cybercrime is operating alongside politically driven hacktivism, state-linked espionage, destructive 
attacks and the exploitation of critical vulnerabilities.

∙	� Government and 

financial services were 

the most targeted 

sectors overall, 

while ransomware 

disproportionately 

affected facility 

management, 

industrial, 

infrastructure, 

property management 

and manufacturing 

organisations.

∙	� AI is beginning to 

appear in offensive 

threat operations. 

CloudSEK documented 

MuddyWater using 

Google’s Gemini model 

for PowerShell code 

obfuscation and found 

evidence of AI-assisted 

malware development 

by IRGC-linked Nimbus 

Manticore/UNC1549.

∙	� Unpatched internet-

facing infrastructure 

remains a major entry 

point. Fortinet, Ivanti, 

React, Kubernetes and 

other widely deployed 

technologies featured 

prominently among 

vulnerabilities relevant 

to attacks against 

organisations operating 

in the region.

Ransomware shifts the 

regional threat equation

One of the report’s 

most significant findings 

is the divergence 

between hacktivism and 

ransomware.

Hacktivist activity 

dominated much of 2025 

and surged during periods 

of geopolitical escalation, 

particularly in June 

2025, October 2025 and 

March 2026. From April 

2026 onwards, however, 

hacktivist volumes declined 

sharply.

Ransomware moved in 

the opposite direction. Its 

slower but sustained rise 

culminated in the June 2026 

spike, at precisely the period 

when hacktivist activity 

was falling most sharply. 

CloudSEK’s analysis 

suggests that politically 

motivated hacktivists 

and financially motivated 

ransomware operators 

largely operate according to 

different cycles rather than 

competing for the same 

attack windows.

Nova emerged as the 

most prolific ransomware 

operator identified in the 

regional dataset, while 

groups including The 

Gentlemen, Qilin, LockBit5 

and DragonForce also 

appeared in campaigns 

affecting Middle Eastern 

organisations. The report 

highlights The Gentlemen as 

an emerging ransomware 

operator that exploited the 

Fortinet authentication-

bypass vulnerability CVE-

2024-55591, alongside VPN 

credential brute-forcing and 

the use of Rclone for data 

theft.(For More Information, 

Read Full Report)

Asset-heavy industries 

are becoming particularly 

attractive because 

disruption can translate 

directly into operational 

and financial pressure. 

Facility management, 

industrial operations, 

property management, 

infrastructure, and 

manufacturing were 

among the most targeted 

ransomware sectors.

Geopolitics continues to 

reshape cyber operations

Hacktivism remained 

the single largest threat 

category by volume across 

the reporting period. Israel 

was overwhelmingly its 

primary target, accounting 

for 37.8% of regional 

hacktivist activity, followed 

by Iran. Groups tracked 

during the period included 

SKYNET, HeziRash, 

DieNet, Keymous, 

OpIsrael, DARKSTORM, 

NoName057(16) and 

Handala.

The report also 

documents a shift in 

the geographic scope of 

some actors. Handala, 

historically focused heavily 

on Israeli organisations, 

was recorded targeting UAE 

critical infrastructure in 

April 2026, indicating that 

cyber operations associated 

with regional geopolitical 

tensions were extending 

beyond their traditional 

target sets.

At the same time, the 

region continued to face 

sophisticated espionage 

activity involving Iranian-

linked actors including 

MuddyWater, Charming 

Kitten/APT35, APT42, 

Nimbus Manticore and 

OilRig, alongside other 

state-linked and advanced 

operators. (For More 

Information, Read Full 

Report)

AI moves into the 

offensive cyber toolkit

An emerging development 

identified by CloudSEK is 

the use of generative AI to 

support offensive cyber 

operations.

The report documents 

MuddyWater using 

Google’s Gemini AI model 

to obfuscate PowerShell 

code, potentially making 

static analysis of malicious 

payloads more difficult. 

It also identifies evidence 

of AI-assisted malware 

development by Nimbus 

Manticore/UNC1549, which 

CloudSEK says could help 

accelerate tooling adaptation 

and operational tempo.

Nimbus Manticore also 

expanded operations 

across aviation, defence, 

telecommunications, 

software development 

and government targets, 

employing phishing, 

trojanised software 

installers, SEO poisoning 

and its MiniFast and 

MiniJunk malware tooling.

This signals a shift from AI 

being primarily discussed as 

a future offensive capability 

to its emerging use within 

the workflows of active 

threat actors.

UAE and Saudi Arabia 

face growing ransomware 

and espionage pressure

The UAE recorded 2,588 

overall activity indicators 

and faced activity ranging 

from ransomware and 

dark-web exposure to state-

linked campaigns.

CloudSEK documented 

MuddyWater campaigns 

targeting UAE maritime and 

industrial organisations, 

including region-specific 

phishing lures and a multi-

stage Remcos RAT delivery 

chain. The actor also 

evolved its tooling toward 

the Rust-based RustyWater 

implant, reflecting 

continued investment in 

detection evasion.

Saudi Arabia, meanwhile, 

recorded 1,880 overall 

activity indicators and saw 

sustained interest from 

ransomware operators 

and underground 

cybercriminal markets. 

The Gentlemen targeted 

Saudi organisations during 

the reporting period, while 

Nimbus Manticore identified 

Saudi Arabia among the 

regions affected by its 

expanded operations.

CloudSEK currently 

assesses organisations 

in UAE and Saudi critical 

infrastructure as among 

the highest-risk groups in 

the region, alongside Israeli 

government, defence and 

healthcare organisations 

and Turkish industrial and 

manufacturing companies. 

(For More Information, Read 

Full Report)

Dark web markets are 

monetising enterprise 

access

The report also points to 

sustained underground 

demand for credentials, 

corporate data and access 

to Middle Eastern enterprise 

systems.

Financial services and 

government organisations 

featured prominently in 

dark-web activity, alongside 

e-commerce, banking, 

investment, retail, education 

and telecommunications 

targets. CloudSEK observed 

significant credential theft, 

initial-access broker listings 

and leaked corporate 

information linked to Gulf 

organisations.

One campaign involving 

threat actor xpl0itrs, linked 

to TeamPCP, involved the 

sale of unauthorised access 

to Salesforce Experience 

Cloud environments 

belonging to government 

and financial services 

targets. Prices ranged from 

$2,000 to $40,000 per 

victim. CloudSEK notes 

that the activity exploited 

misconfigured Guest User 

permissions rather than a 

previously unknown zero-

day.

Critical vulnerabilities 

continue to provide 

attackers a path inside

Network-edge 

infrastructure — particularly 

VPNs, firewalls and SSL 

gateways — remained one 

of the most important initial-

access vectors during the 

reporting period.

CloudSEK highlights 

actively exploited 

vulnerabilities affecting 

Fortinet FortiOS/FortiProxy, 

Ivanti Connect Secure and 

Microsoft Windows, while 

critical vulnerabilities in 

React Server Components, 

Kubernetes ingress-nginx, 

Erlang/OTP and Apache 

Parquet expanded the 

potential attack surface 

for cloud-first and digitally 

transforming organisations.

The nine major 

vulnerabilities assessed in 

the report had an average 

CVSS score of 9.2, placing 

all of them within Critical or 

High severity bands.

CloudSEK recommends 

organisations urgently 

patch exposed 

network-edge and web 

infrastructure, harden 

Salesforce and API 

permissions, strengthen 

phishing-resistant 

authentication, segment 

operational technology 

networks, maintain 

immutable offline backups, 

and test DDoS and incident-

response capabilities.

Lower hacktivist noise 

should not be mistaken 

for lower cyber risk

Despite a decline in 

hacktivism after March 

2026, CloudSEK warns 

organisations against 

interpreting reduced public-

facing cyber disruption 

as an improvement in the 

overall threat environment.

Ransomware continued 

at elevated levels while 

state-linked actors 

evolved their tooling and 

techniques. CloudSEK 

consequently assesses the 

Middle East’s immediate 

post-reporting cyber threat 

environment as ELEVATED-

HIGH.

“The defining 

characteristic of the Middle 

East cyber landscape is 

no longer any single threat 

actor or attack technique. 

Organisations are dealing 

simultaneously with 

geopolitical hacktivism, 

financially motivated 

ransomware, state-

linked espionage and 

rapid exploitation of 

exposed infrastructure. 

The ransomware surge 

is particularly significant 

because it continued 

even as hacktivist activity 

declined. Less visible 

cyber noise should not be 

mistaken for lower risk,” 

said Rahul Sasi, CEO, 

CloudSEK.
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AI threats, national resilience and critical 
infrastructure take centre stage on Day 1 of GISEC
International experts were present to examine the technologies and geopolitical forces reshaping the cybersecurity landscape.

Safety is not only in the physical 
world, but also in the digital world. 
Make cybersecurity a shared 
responsibility”.

cybersecurity represents a new 
approach to cyber defence”.

Day one of GISEC Global 

2026 delivered a high 

impact programme that 

brought emerging AI 

enabled threats, national 

cyber resilience and critical 

infrastructure protection 

into sharp focus, as 

international experts 

examined the technologies 

and geopolitical 

forces reshaping the 

cybersecurity landscape.

AI and the changing 

cyber threat landscape

Across the Main Stage, 

discussions examined 

how artificial intelligence 

is transforming both cyber 

defence and cybercrime. 

During ‘Cybersecurity Is 

Defining the New Order,’ 

H.E. Dr Mohamed Al 

Kuwaiti, Head of the UAE 

Cybersecurity Council, 

explored the strategic 

implications of AI-enabled 

cyber threats, with 

critical infrastructure 

remaining a major target. 

He stressed that cyber 

resilience is increasingly 

linked to national and 

economic security, 

and that cybersecurity 

depends on collective 

defence. “Cybersecurity 

culture is the responsibility 

of everybody. Our first 

line of defence is still the 

community,” he said.

In his keynote on ‘The 

Deepfake Decade: What 

Hollywood Learned First’, 

Emmy-nominated actor 

Michael Kelly highlighted 

how AI-generated 

deepfakes are challenging 

identity, consent and trust, 

with a person’s voice and 

likeness becoming part 

of their digital identity. 

Drawing on Hollywood’s 

experience, he stressed 

the importance of identity 

verification, content 

authentication and 

meaningful control over 

the use of AI-generated 

media. “Your voice and 

your likeness are your 

identity. No one should be 

able to use them without 

your knowledge and 

consent,” he said.

Reflecting these themes 

on the exhibition floor, 

exhibitors also highlighted 

the growing importance 

of cyber resilience as 

organisations adapt to 

increasingly AI-driven 

threats.

Ayman Hammoudeh, 

Senior Director, 

Sales Engineering, 

Cohesity, stated: ''AI 

has transformed how 

organisations operate, 

innovate, and compete. 

It has also introduced 

an entirely new class of 

risk. The same AI agents 

that drive productivity, 

automate decisions, 

and power critical 

business processes can 

unintentionally disrupt 

operations, compromise 

trusted data, and amplify 

errors at scale. Protecting 

AI is no longer just about 

securing models. It 

requires safeguarding the 

agents, memory, data, 

and systems that underpin 

them. Protect and recover 

your AI systems, agents, 

and data, and build 

resilience that holds from 

the ground up".

 

Cyber resilience and 

critical infrastructure 

protection

Day one also examined 

the operational realities 

of protecting critical 

sectors. Sessions including 

‘Operational Resilience 

in Oil & Gas’ and ‘Cyber 

Resilience in Critical 

Infrastructure’ explored 

how compromised OT 

environments, sensor 

inputs and digital twins 

can move cyber risk 

beyond IT systems and 

create physical, safety and 

operational consequences.

Khaled Al-Taneji, Head 

of Cybersecurity at 

ENOC Group, argued 

that organisations 

should assess cyber 

risk through its potential 

business, operational, 

cyber-physical and safety 

consequences rather than 

treating it simply as an 

IT-versus-OT challenge. 

He also highlighted the 

importance of non-cyber 

safeguards and the ability 

to switch to manual or 

degraded operations 

to maintain essential 

services during an 

incident.

National security, 

digital sovereignty 

and international 

collaboration

The convergence of 

cybersecurity, national 

security and digital 

sovereignty continued 

across the CyberSecurity 

Congress, hosted by 

the UAE Cybersecurity 

Council, and the 

Government Stage, 

hosted by DESC, where 

discussions focused on 

international cooperation, 

sovereign cyber 

capabilities and securing 

rapidly evolving digital 

economies.

In ‘Building the World's 

Safest City in an Age of 

AI-Powered Threats’, H.E. 

Amer Sharaf, CEO of Cyber 

Security Systems and 

Services Sector at Dubai 

Electronic Security Center 

(DESC), examined Dubai's 

approach to resilience 

as AI accelerates both 

cyberattacks and cyber 

defence. He highlighted AI-

powered defence, trusted 

digital identity, resilience 

by design, the “human 

firewall” and public trust, 

stressing: “Safety is not 

only in the physical world, 

but also in the digital world. 

Make cybersecurity a 

shared responsibility.”

Hands on defence: 

Technical labs and live 

investigations

Beyond the conference 

programme, GISEC 

translated the day's 

discussions into practical 

experiences through live 

ethical-hacking and OSINT 

demonstrations on the 

Dark Stage, alongside 

interactive challenges 

including the Dubai Cyber 

Challenge and GISEC 

Decode. The School 

of Cyber Defence also 

continued its programme 

of practical cybersecurity 

learning across the 

event. Live drills engaged 

attendees with interactive 

cyber challenges and 

technical experiences 

across the exhibition, 

including the Dubai Cyber 

Challenge and GISEC 

Decode, while longer-

running initiatives such 

as the Global Quantum 

Drill and the School of 

Cyber Defence continue 

throughout the event 

programme.

Global leadership 

roundtable

At the invitation-only 

Global Leadership 

Roundtable, ‘The AI 

Sovereignty Imperative: 

Defending the US$28 

Trillion Digital Economy,’ 

H.E. Dr Mohamed Al 

Kuwaiti joined Subra 

Kumaraswamy, SVP 

& Chief Information 

Security Officer, Visa, 

USA; Christophe Blassiau, 

Senior Vice President, 

Global CISO & CPSO, 

Schneider Electric, France; 

Alex Attumalil, Global 

Chief Information Security 

Officer, Under Armour, 

USA; and Solomon Gilbert, 

Cybersecurity Researcher 

and Former Hacker, to 

examine how governments 

and enterprises can 

strengthen cyber 

resilience, protect 

digital sovereignty and 

secure the technologies 

underpinning the global 

digital economy.

A global meeting point 

for cyber defence

GISEC Global 2026 

continues at Dubai 

Exhibition Centre, Expo 

City Dubai, until 18 

September, with the 

next two days examining 

AI security, critical 

infrastructure, cloud 

security, cyber warfare, 

digital forensics and 

emerging technologies.

To learn more about 

GISEC Global 2026, visit 

gisec.ae/

Ansen Technology and PwC Middle East sign MoU at GISEC 2026
The agreement aims to identify opportunities for cooperation, 
combining Ansen’s capabilities in AI-Native Cybersecurity 
with PwC’s expertise and industry knowledge.

On the opening day of 

GISEC 2026, Ansen 

Technology signed 

a Memorandum of 

Understanding (MoU) 

with PwC Middle East to 

leverage their respective 

strengths and expertise, 

explore joint opportunities, 

and advance collaboration 

in areas of mutual interest. 

The agreement aims to 

identify opportunities for 

cooperation, combining 

Ansen’s capabilities in 

AI-Native Cybersecurity 

including services in 

“Security for AI” and “AI 

for Security” with PwC’s 

expertise and industry 

knowledge to support 

innovation, strengthen 

cyber resilience, and 

address the evolving 

security requirements of 

organisations navigating 

an increasingly AI-native 

digital landscape.
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STANDS TO WATCH

HALL 7 - B155MANAGEENGINE

HALL 4 - D80SANS INSTITUTE

HALL 7 - B130TENABLE
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STANDS TO WATCH

HALL 3 - C65OPSWAT

HALL 4 - D54CENSYS

HALL 8 - E151NOZOMI NETWORKS 
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HALL 6 - D100SOPHOS HALL 3 - B65SPIDERSILK

STANDS TO WATCH

The sell-out success 

of the 15th edition of 

GISEC Global, attended 

by thousands of cyber 

professionals from over 

130 countries on the 

opening day at the Dubai 

Exhibition Centre (DEC) 

has reaffirmed the high 

international demand for 

tech collaboration in Dubai, 

catalysing the launch of 

a new show uniting the 

world’s quantum and 

cybersecurity sectors.

Global Quantum X (GQX) 

by GITEX will convene 

governments, quantum 

technology leaders, 

national cybersecurity 

authorities, research 

institutions, enterprise 

adopters and investors to 

explore the technologies, 

applications and security 

frameworks shaping a new 

quantum era that could 

unlock trillions of dollars’ 

worth of global economic 

value. 

GQX 2027 by GITEX is 

launched in partnership 

with GISEC Global – 

among the world’s top 

three largest cyber 

Cybersecurity enters quantum age as Global 
Quantum X launches at GISEC
GQX by GITEX to be hosted alongside GISEC Global 2027 in strategic partnership with UAE Cyber 
Security Council as quantum’s US$2.7 trillion market finds global stage.

intelligence events – and 

GITEX, the world’s largest 

AI and tech ecosystem 

network. GQX 2027 will 

be hosted alongside 

GISEC Global 2027 in 

strategic partnership 

with UAE Cyber Security 

Council, converging the 

rapidly advancing worlds 

of quantum technology 

and cybersecurity 

as governments and 

businesses prepare for a 

new era of digital risk and 

opportunity.

Preparing for a new 

quantum era

The announcement comes 

as quantum technology 

moves rapidly from 

scientific research towards 

commercial application. 

According to McKinsey’s 

Quantum Technology 

Monitor 2026, one-third 

of global enterprises 

now allocate more than 

US$10 million annually to 

quantum initiatives, with 

quantum technologies 

potentially unlocking 

US$2.7 trillion in global 

economic value over the 

next decade.

For the cybersecurity 

community, however, the 

transition also presents 

an urgent challenge. The 

computing capabilities 

being developed today 

have the potential to 

transform industries 

from financial services 

and life sciences to 

logistics and advanced 

manufacturing, while 

requiring governments and 

organisations to rethink 

how they protect sensitive 

data, critical infrastructure 

and digital identities for the 

decades ahead.

H.E. Dr Mohamed Al 

Kuwaiti, Head of the UAE 

Cyber Security Council, 

said: “As we welcome the 

world to GISEC Global’s 

largest edition yet, the 

transition to the post-

quantum era is one of the 

most pivotal shifts our 

industry faces. Meeting 

it requires the same 

international collaboration 

we have championed 

through this show. 

“Launching Global 

Quantum X allows us 

to bring quantum-safe 

migration, sovereign 

cryptographic capability 

and national readiness 

testing to a truly global 

stage, and to help 

governments and 

enterprises everywhere 

close the gap between 

today’s defences and 

tomorrow’s threats”.

 

Building the global 

quantum ecosystem

GQX 2027 advances the 

growing focus on quantum 

security globally, where 

post-quantum readiness, 

sovereign cyber capability 

and the protection of 

critical systems form part 

of the wider Cyber First: 

The New Digital Order 

agenda this week at DEC 

Expo City Dubai. 

GQX formalises 

and accelerates this 

momentum, where the 

quantum technology 

and cybersecurity 

communities can address 

both sides of the transition 

– accelerating commercial 

adoption while developing 

the security, governance 

and cryptographic 

capabilities required to 

support it.

Trixie LohMirmand, 

Executive Vice President 

of inD, organiser of GISEC 

Global and GQX, said: 

“Quantum computing has 

crossed the threshold 

from scientific promise 

to commercial strategy, 

and the pace of that shift 

is accelerating faster than 

most enterprises have 

planned for. 

“The same computing 

power that will unlock 

breakthroughs in 

medicine, materials 

and finance will also put 

today’s encryption at risk, 

which is why quantum 

and cybersecurity can 

no longer be dealt with 

separately. GQX by GITEX 

at GISEC Global creates 

a powerful convergence 

between the best 

minds and companies 

developing the next 

generation of computing 

and those responsible for 

securing it”.

 

Tech’s next fast-

developing frontier

The introduction of GQX 

by GITEX alongside 

GISEC Global 2027 from 

4-6 May 2027 at the 

Dubai Exhibition Centre 

will accelerate cross-

border collaboration 

and investment into one 

of technology’s fastest-

developing frontiers.

GQX will focus on 

an emerging quantum 

ecosystem spanning 

quantum computing, 

quantum-secured 

communications and 

next-generation sensing, 

while its co-location with 

GISEC Global will create 

a particular focus on 

post-quantum security, 

cryptographic transition, 

critical infrastructure 

protection and national 

quantum readiness.

Launching Global Quantum X 
allows us to bring quantum-
safe migration, sovereign 
cryptographic capability and 
national readiness testing to a 
truly global stage”.
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The UAE Cyber Security 

Council (CSC) and Fortinet, 

the global cybersecurity 

leader driving the 

convergence of networking 

and security, have 

announced the launch 

of a new cybersecurity 

internship program 

designed to help develop 

the next generation of 

Emirati cybersecurity 

professionals. The 

program combines 

structured cybersecurity 

training with hands-on 

experience, mentorship, 

and exposure to real-world 

security environments. 

The initiative marks a 

significant milestone in 

the ongoing collaboration 

between the UAE Cyber 

Security Council and 

Fortinet following the 

signing of a Memorandum 

of Understanding (MoU) 

earlier this year. The 

MoU outlined plans to 

collaborate on advancing 

national cybersecurity 

UAE Cyber Security Council and Fortinet launch 
internship programme for Emirati cyber talent

Space systems may become targets and 
tools for cyberattacks, Kaspersky 

The program, launched under the Cyberani initiative, will support the development of homegrown 
cybersecurity talent and build momentum toward the planned UAE Cyber Center of Excellence.

According to publicly available data, over 100 cyber incidents targeting space 
systems were recorded between 1957 and the early 2020s.

capabilities, supporting 

cybersecurity skills 

development, and exploring 

the establishment of 

a Center of Excellence 

in the UAE focused 

on threat intelligence, 

talent development, 

startup enablement, 

and policy collaboration. 

The internship program 

represents an important 

step toward developing 

the talent pipeline that can 

support the UAE’s future 

cybersecurity ecosystem 

and the planned Center of 

Excellence. 

The first phase of the 

program will be delivered 

in partnership with a 

UAE-based university, 

providing selected students 

with opportunities to gain 

practical cybersecurity 

experience through 

structured learning, hands-

on labs, technical training, 

and mentorship from 

Fortinet experts. Through 

the Fortinet Training 

Institute, participants 

will have the opportunity 

to earn the Fortinet NSE 

4 FortiOS certification, 

which is often sought by 

employers looking for 

cybersecurity and network 

security professionals. The 

certification focuses on 

practical skills, including 

firewall policies, VPNs, 

authentication, routing, 

security profiles, and threat 

protection, alongside 

hands-on expertise with 

Fortinet technologies. 

The program is expected 

to serve as a model for 

future collaborations with 

additional universities and 

educational institutions 

across the country. 

The program will be 

delivered as the first project 

of its kind under the UAE 

Cyber Security Council’s 

Cyberani Practical Training 

Initiative, of which Fortinet 

is a Technology and Cloud 

Computing Partner. 

Launched in collaboration 

with the UAE Ministry of 

Higher Education and 

Scientific Research, 

Cyberani aims to prepare 

and professionally equip 

university students for 

careers in cybersecurity 

through practical training 

opportunities across 

government and industry, 

while aligning academic 

learning with the evolving 

needs of the cybersecurity 

sector.

The announcement 

reflects the shared 

commitment of the UAE 

Cyber Security Council 

and Fortinet to advancing 

cybersecurity education, 

workforce development, 

and innovation across 

the UAE. By combining 

government leadership, 

academic excellence, and 

industry expertise, the 

initiative will help to develop 

a sustainable pipeline of 

cybersecurity professionals 

equipped to meet the UAE’s 

future cybersecurity needs. 

His Excellency Dr. 

Mohamed Hamad Al 

Kuwaiti, Head of Cyber 

Security for the UAE 

Government, said: 

“Developing a strong 

and sustainable national 

cybersecurity ecosystem 

starts with investing in 

the people who will shape 

and protect our digital 

future. Through initiatives 

such as Cyberani and our 

collaboration with Fortinet, 

we are creating practical 

pathways for Emirati 

university students to 

gain the knowledge, skills 

and real-world experience 

needed to build successful 

careers in cybersecurity. 

This partnership reflects 

the importance of bringing 

together government, 

industry and academia 

to develop national 

capabilities, foster 

innovation and ensure 

that our cybersecurity 

workforce is equipped 

to support the UAE’s 

ambitions for a secure and 

resilient digital future”.

Alain Penel, Regional 

Vice President, Middle 

East, Turkey and CIS at 

Fortinet said: “When we 

signed our memorandum 

of understanding with 

the UAE Cyber Security 

Council, we shared a 

vision of strengthening 

national cyber resilience 

not only through 

technology, but through 

people. This training 

program demonstrates 

that commitment in 

action. Participants 

will receive mentorship 

from cybersecurity 

professionals, develop 

practical skills aligned 

with industry needs, and 

build the career readiness 

needed to take their next 

steps in the cybersecurity 

field. We are helping build 

a pipeline of skilled local 

talent that can contribute 

to the UAE’s cybersecurity 

ecosystem today and 

support the planned Center 

of Excellence”.

This partnership reflects the 
importance of bringing together 
government, industry and 
academia to develop national 
capabilities, foster innovation 
and ensure our cybersecurity 
workforce is equipped”.

According to publicly 

available data, over 100 

cyber incidents targeting 

space systems were 

recorded between 1957 

and the early 2020s. 

Kaspersky ICS CERT’s 

recent report, revealed at 

GISEC 2026, highlights 

that modern space 

security is no longer just 

about guarding physical 

satellites in orbit. Today’s 

“space system” consists 

of an interconnected 

web of ground control 

stations, terrestrial 

communication links, user 

terminals, and third-party 

software – with attackers 

frequently exploiting the 

most accessible and least 

secure links in this chain.

Specifically, Kaspersky’s 

past reports highlight 

a critical risk to Global 

Navigation Satellite 

Systems (GNSS). Following 

a sharp spike in GPS/

GNSS signal spoofing in the 

Black Sea region in 2023, 

Kaspersky researchers 

audited internet-exposed 

GNSS hardware in 

collaboration with 70 global 

equipment vendors. They 

discovered that more than 

3,000 GNSS receivers 

are actively vulnerable 

to attacks directly over 

the internet, presenting 

severe risks to maritime, 

aviation, and land logistics. 

To protect their systems 

from internet-based 

attacks, organizations 

should keep GNSS 

receivers unreachable 

from the outside. If internet 

access is a necessity, 

Kaspersky recommends 

protecting your devices 

with robust authentication 

mechanisms.

Threat actors often abuse 

satellite infrastructure to 

conceal their malicious 

activities. Throughout the 

2010s, Advanced Persistent 

Threat (APT) groups 

like Turla and Whitebear 

hijacked unencrypted 

downstream satellite 

traffic to route their server 

communications, achieving 

an unprecedented level 

of anonymity. This issue 

is compounded by the 

low barrier to entry for 

interception; as early as 

2009, militants in the 

Middle East demonstrated 

that commercially 

available, low-cost 

software could be used 

to intercept unencrypted, 

downstream video feeds 

from military systems. 

Today, sophisticated APT 

groups like Thrip continue 

to target satellite operators 

and geospatial mapping 

databases to monitor or 

directly disrupt critical 

space infrastructure.

Kaspersky ICS CERT’s 

report also points to 

the critical secondary 

impacts of space-oriented 

cyberattacks. In 2022, 

a major cyberattack hit 

satellite operator Viasat’s 

KA-SAT network. Initiated 

via a misconfigured 

VPN device, the threat 

actors deployed the 

AcidRain wiper, disabling 

approximately 30,000 

satellite terminals across 

Europe and indirectly 

halting the remote 

operations of more than 

5,800 wind turbines. 

This trend has only been 

intensifying, with the 2024 

discovery of AcidPour, 

a highly destructive 

successor associated with 

the Sandworm APT group. 

Unlike its predecessor, 

AcidPour targets a much 

wider array of Linux 

routers, satellite modems, 

and data storage systems.

“A space system 

comprises far more 

than what is launched 

into orbit; the ground-

based control networks, 

communication channels, 

and subscriber receivers 

represent the true, and 

often fragile, operational 

foundation of the entire 

system. As satellite 

technology becomes 

deeper integrated 

into civilian life – from 

navigation systems to 

energy grids – securing 

these connections, 

enforcing encryption 

on downstream links, 

and patching vulnerable 

internet-exposed receivers 

is of highest importance,” 

commented Ekaterina 

Rudina, Security Analysis 

Expert at Kaspersky. 

To reduce the risk of 

exploitation, Kaspersky 

recommends that 

organizations:

∙	� Regularly audit and 

patch vulnerable, 

internet-facing ground 

control and user-

subscriber hardware, 

particularly GNSS 

receivers

∙	� Ensure satellite 

communication links 

are fully encrypted to 

prevent unauthorized 

traffic snooping and 

spoofing

∙	� Implement robust 

endpoint protection 

on ground station 

terminals and 

enforce strict access 

controls on internal 

management networks

Read the full report on 

Kaspersky ICS CERT’s 

website.
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